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AWARENESS ON CYBER SECURITY AND CYBER THREATS 

 

The following students of III B.Sc. (MPCS & MSCS), II B.Sc. (CS) and II B.Com (CA) had 

volunteered the activity to provide awareness to the girl students of St. Ann’s Girls High School, 

Kakinada  on 19-10-2024. 

The following are the details of the students who had participated in the Extension activity on 19-

10-2024. 
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A.S.D.GOVERNMENT DEGREE COLLEGE FOR WOMEN (A) 
Affiliated to Adikavi Nannaya University 

Jagannaickpur, Kakinada. 

DEPARTMENT OF COMPUTER SCIENCE 

EXTENSION ACTIVITY 

AWARENESS ON CYBER SECURITY AND CYBER THREATS 

Aims: 

1. To Foster Responsible Cyber Security: To ensure secure storage, control access and prevent 

unauthorized processing, transfer or deletion of data. The most purpose of security is to protect 

people and their property. 

2. Raise Awareness on Cyber Threats: Educate students about potential dangers and threats 

associated with social media, including cyberbullying, identity theft, and online predators. 

3. Equip Students with Digital Literacy Skills: Provide students with the knowledge and skills 

necessary to critically evaluate information, verify sources, and navigate the digital landscape 

safely. 

Objectives: 

1. Purpose of Cyber Security: 
o Identify assets and associated security risks. 

o Understand the purpose and implementing strategies to protect. 

2. Recognize Cyber Threats: 
o Identify common cyber threats on social media. 

o Understand the consequences of cyberbullying and online harassment. 

3. Develop Critical Thinking Skills: 
o Learn to evaluate the credibility of online information. 

o Understand the importance of fact-checking. 

4. Promote Responsible Digital Citizenship: 
o Emphasize the concept of digital footprints. 

o Encourage responsible sharing and posting on social media. 

5. Enhance Online Privacy Awareness: 
o Learn about privacy settings on various social media platforms. 

o Understand the importance of protecting personal information online. 

Procedure: 

1. Introduction (30 minutes): 
o Brief overview of the importance of social media in today's world. 

o Discuss the positive and negative aspects of social media use. 

2. Cyber Security Platform Exploration (30 minutes): 
o Divide students into groups to explore different social media platforms. 

o Each group presents the purpose, features, and potential risks associated with their 

assigned platform. 

3. Cyber Threats Exploration (30 minutes): 



o Conduct interactive sessions on cyber threats such as cyberbullying, phishing, and identity 

theft. 

o Share real-life examples and case studies. 

4. Digital Literacy Activities (30 minutes): 
o Engage students in activities that enhance critical thinking skills. 

o Introduce fact-checking exercises and tools. 

5. Responsible Digital Citizenship Discussion (30 minutes): 
o Facilitate a discussion on the concept of digital citizenship. 

o Encourage students to share their thoughts on responsible online behavior. 

6. Q&A and Reflection -Feedback (30 minutes): 
o Allow students to ask questions and express their thoughts. 

o Facilitate a reflective discussion on what they've learned. 

Outcomes: 

1. Increased Awareness: 
o Students will have a heightened awareness of the positive and negative aspects of Cyber 

Security and cyber Threats. 

2. Improved Digital Literacy: 
o Students will develop critical thinking skills and the ability to evaluate online information. 

3. Enhanced Cyber Threat Awareness: 
o Students will recognize and understand common cyber threats associated with social 

media. 

4. Responsible Digital Citizenship: 
o Students will grasp the importance of responsible and ethical online behaviour. 

5. Better Privacy Management: 
o Students will be equipped with the knowledge to manage their online privacy effectively. 

The extension activity aims to empower students to navigate the digital world responsibly and safely, 

protecting critical infrastructure, fostering a secure culture and enhancing security awareness. 

 

  



Report on the Extension Activity 

Awareness on Cyber Security and Cyber Threads 

 The faculty of the Department of Computer Science and Computer Applications along with 9 

students volunteers went to St.Ann’s Girls High School, Kakinada on 19-10-2024 at 2.30 PM. They 

interacted with the girls students of Grade VIII & IX and created Awareness on Cyber Security and Cyber 

Threads posed by it, if not used safely. 

The views expressed by our students is as follows: 

Cybersecurity is the practice of defending computers, servers, mobile devices, electronic systems, 

networks, and data from malicious attacks. It's also known as information technology security or electronic 

information security. The term "cybersecurity" applies in a variety of contexts, from business to mobile 

computing, and can be divided into a few common categories. 

 Network security is the practice of securing a computer network from intruders, whether targeted attackers 

or opportunistic malware. 

Application security focuses on keeping software and devices free of threats. A compromised application 

could provide access to the data its designed to protect. Successful security begins in the design stage, well 

before a program or device is deployed. 

Information security protects the integrity and privacy of data, both in storage and in transit. 

Operational security includes the processes and decisions for handling and protecting data assets. The 

permissions users have when accessing a network and the procedures that determine how and where data 

may be stored or shared all fall under this umbrella. 

 Cyber security is the application of technologies, processes, and controls to protect systems, 

networks, programs, devices and data from cyber attacks. It aims to reduce the risk of cyber attacks and 

protect against the unauthorized exploitation of systems, networks, and technologies. 

Cyber threats typically arise when an individual or organization's data, computer system, network, 

or device is targeted by a cyber attacker who seeks to gain unauthorized access or exploit any vulnerabilities 

present in the information system, compromising its confidentiality, integrity, or availability 

Types of cyber threats  

 Malware. 

 Ransomware. 

 Distributed denial of service (DDoS) attacks. 

 Spam and Phishing. 

 Corporate Account Takeover (CATO) 

 Automated Teller Machine (ATM) Cash Out. 
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AWARENESS ON CYBER SECURITY AND CYBER THREATS 

Awareness Campaigns 

In addition to the presentations, the Department organized awareness campaigns targeting local schools and 

the community. 

On 19-10-2024, an outreach activity was organized for the students of St.Ann’s Girls High School, 

Kakinada, on recognizing cyber threats and employing basic security. Distribution of informative 

pamphlets outlining cyber safety tips was also carried out. Interactive sessions where participants could ask 

questions and discuss their concerns regarding online safety was also organized. This activity provided 

significant advantage to the girl students of St. Ann's Girls High School by equipping them with essential 

knowledge and skills to navigate the digital landscape safely. The students learned to recognize various 

cyber threats and understand the importance of online safety measures, such as creating strong passwords 

and identifying phishing attempts. This knowledge not only empowered them to protect their personal 

information but also fostered a sense of confidence in using technology responsibly. Additionally, the 

initiative encouraged open discussions about digital safety, helping to build a supportive community where 

students felt comfortable sharing their concerns and seeking guidance on cyber security issues. Overall, the 

activity instilled valuable skills that benefited the students in their academic and personal lives as they 

became more active participants in the digital world. 

 



 

St.Ann’s School students listening to the talk on various cyber-attacks and threats 

 

 

Students explaining about various Cyber Threats to the School students 



 

Students and Staff of the Department explaining about various types of Data breach 

to the school students 

 

Students explaining about various security measures to the School students 



 

 

 

 

 

 

 

 

Students explaining about Cyber threats and attacks to public 

Along with this, students carried out outreach activities in General public on 04-10-2024 and 26-10-2024, 

campaigning in the community about cyber threats and measures to be taken to avoid them. During the 

outreach, college students engaged common public through interactive presentations and discussions. 

Participants were encouraged to ask questions and share their own experiences related to cyber security, 

creating an open and informative environment. Informative pamphlets outlining essential cyber safety tips 

were distributed, ensuring that attendees left with tangible resources they could reference in the future. The 

event not only enhanced awareness about cyber threats but also empowered community members to take 

proactive measures to protect their digital identities. Overall, the outreach successfully fostered a culture of 

cyber vigilance and responsibility, highlighting the importance of staying informed in an increasingly 

digital world.    

 



 

        Faculty and Students explaining about Cyber threats and attacks to public 

 

Faculty and Students explaining about Cyber threats and attacks to public 



 

               Students explaining about Cyber threats and security measures to public 

The outreach activities successfully informed over 200 students and community members about the 

importance of cyber security. Participants expressed gratitude for the practical advice and resources 

provided, demonstrating a clear increase in awareness of cyber threats. 

Conclusion 

The activities conducted by the Department of Computer Science at A.S.D. Govt. Degree College for 

Women(A), in October 2024 significantly contributed to raising awareness about cyber security. The poster 

and paper presentations, along with community outreach efforts, effectively educated participants on 

staying safe in the digital world and highlighted innovative solutions to contemporary cyber challenges. 
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